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https://www.careercross.com/company/detail-326613

BEEIE

We are seeking an experienced Security Operations Manager to lead the delivery and continuous improvement of enterprise
security monitoring services.

This is an opportunity for a security professional who combines strong technical knowledge with proven team leadership and
service delivery experience.

The role involves managing security operations initiatives, coordinating technical teams and working with stakeholders
across different business functions and international locations.

Importantly, this is not a purely administrative management position. The successful candidate will remain close to the
technology, providing practical guidance and occasionally becoming directly involved in resolving complex technical
challenges.

Key Responsibilities

Security Operations & Service Delivery
« Lead and coordinate a team involved in delivering security monitoring and related operational services.
« Manage priorities, resources, service quality and delivery schedules.
« Coordinate the integration of new systems and security data sources into existing monitoring platforms.

« Work with internal technical teams and business stakeholders to understand requirements and resolve implementation
challenges.

« Establish and monitor operational KPlIs, service performance and improvement initiatives.
« Manage operational escalations and ensure service delivery commitments are met.
Technical Leadership
« Provide technical guidance on SIEM platforms, security log collection and monitoring processes.
« Support the integration of security data from cloud, on-premises and SaaS environments.
« Assist with complex troubleshooting involving log ingestion, data formatting, field mapping and monitoring accuracy.
« Review security data and monitoring results to identify opportunities for improved detection and operational efficiency.
« Work alongside engineers to resolve technical challenges and maintain reliable monitoring services.
Process Improvement & Collaboration

Identify opportunities to improve operational efficiency through automation, standardisation and improved workflows.

« Develop and refine operational procedures, documentation and technical runbooks.
« Collaborate with security engineering, infrastructure and incident response teams.
« Support continuous improvement initiatives covering security monitoring, service quality and incident readiness.

« Communicate progress, operational issues and recommendations to stakeholders in Japan and overseas.

AF) - B
Security Operations & Technical Knowledge

« Solid professional experience in cybersecurity, security operations, SOC environments or related technical security
services.

« Practical experience working with SIEM platforms and security log management.

« Understanding of how security logs are collected, processed and used for threat detection and investigation.
« Experience integrating or troubleshooting security monitoring data from enterprise IT systems.

« Ability to investigate technical issues and communicate effectively with security engineers.

Leadership & Service Delivery
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« Demonstrated experience managing people within IT operations, cybersecurity, SOC or security service delivery
environments.

« Experience coordinating technical projects or services involving multiple teams and stakeholders.

« Understanding of operational service management, performance monitoring, escalation processes and continuous
improvement.

« Ability to balance people management and planning responsibilities with hands-on technical involvement.
« Strong communication, organisational and problem-solving skills.
Language Requirements

« English: Fluent / Full professional proficiency. Comfortable conducting meetings, discussing technical issues and
communicating with international stakeholders.

« Japanese: Conversational to business level. Able to communicate with colleagues and stakeholders in a Japanese
working environment.

Particularly Relevant Experience
Candidates with experience in several of the following areas would be especially interesting:
« SIEM platforms such as Splunk, Microsoft Sentinel, QRadar or Elastic.
« Security log onboarding, data parsing, normalisation and field mapping.
« Log analysis and querying using SPL, KQL or similar languages.
« Security monitoring involving EDR, firewalls, identity systems, Windows/Linux servers and cloud services.
« AWS, Azure or hybrid enterprise infrastructure.
« SOC operations, incident response or managed security services.
« Security automation, SOAR, scripting or APl integrations.
« IT service management platforms such as Jira or ServiceNow.
« Development of operational dashboards, reporting frameworks, KPIs and technical documentation.

Experience across all these technologies is not expected. We are particularly interested in candidates who have developed
a strong technical foundation and successfully progressed into leadership or service delivery management.

Who Would Suit This Position?

This opportunity could be particularly attractive to an experienced SOC Manager, Security Operations Lead, SIEM Team
Lead or Security Service Delivery Manager who enjoys both leading people and remaining involved in technical work.

You may currently work for an IT services company, systems integrator, cybersecurity provider or in an internal corporate
security team.

We welcome applications from candidates with different professional backgrounds who can demonstrate a combination of
practical security operations experience, team leadership and stakeholder management.

Interested in Learning More?

For further information or a confidential discussion, please apply directly through CareerCross or contact me personally
at: craig@fromhome.jp
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