
Product Security Engineer - Legal Tech

Hybrid, fast paced, AI tech company

募集職種

⼈材紹介会社
スペシャライズドグループ株式会社

求⼈ID
1585772  

部署名
Cyber Security  

業種
ソフトウエア  

会社の種類
⼤⼿企業 (300名を超える従業員数) - 外資系企業  

外国⼈の割合
外国⼈ 少数

雇⽤形態
正社員  

勤務地
東京都 23区, 渋⾕区

給与
1200万円 ~ 1600万円

更新⽇
2026年04⽉20⽇ 00:00

応募必要条件

職務経験
3年以上  

キャリアレベル
中途経験者レベル  

英語レベル
⽇常会話レベル (英語使⽤⽐率: 50％程度)  

⽇本語レベル
流暢  

最終学歴
専⾨学校卒  

現在のビザ
⽇本での就労許可は必要ありません  

募集要項

This is a leadership candidate/senior security engineer position responsible for security-related operations in our product
domain. This is a position with great growth opportunities where you can drive the company's growth by leading the product
security strategy that supports the reliability of our globally deployed AI products and by working on new best practices for
product security in the AI ​​era, such as considering countermeasures against new threats and attack models unique to AI
products.
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https://www.careercross.com/company/detail-34951


[Job Details] The scope of work will be the entire group company, and the areas related to their products and development,
and you will be responsible for multiple tasks related to PSIRT activities. Specifically, the following tasks will be involved.

*Please note that in the event of a critical security alert or security incident, night and weekend support may be required. -
Strengthening security measures in development processes and product environments - Based on the secure-by-design
principle, design and implement mechanisms (automated security such as SAST/DAST/SCA necessary for promoting
DevSecOps) to continuously improve the level of security measures in development processes and product environments
without slowing down business speed - Formulate and implement secure coding guidelines suitable for AI native
development - Establish and implement security baselines for product environments - Conduct threat modeling and
architecture reviews - Define and design security control requirements for AI agents - Build, implement, and provide security
assessments for web applications, APIs, AI (LLM), platforms, etc. in the product domain - Collect, analyze, and manage
vulnerability information - Conduct security education for product personnel, product security monitoring, and incident
response - Establish and update security incident response plans - Establish a system for security incident response - Design
security monitoring in the product domain (detection logic, alert design, etc.) - Monitor security alerts related to products and
implement initial response - Conduct security investigations and forensics - Collaborate with external stakeholders such as
security vendors - Notification and reporting - Conduct review of security incident response and consider measures to
prevent recurrence - Incident record management, review, and improvement planning - Implementation of security incident
response training [Development environment / Tools used]

スキル・資格

・5+ years of practical experience in security engineering in product environments
・3+ years of practical experience in designing and conducting security assessments, such as vulnerability assessments, in
product environments
・Practical experience in threat modeling and security architecture review
・Understanding of security risks specific to AI native development, AI native products, and AI agents ・Experience in
building security incident response processes and responding to incidents
・Experience in organizing security issues and promoting improvements in collaboration with stakeholders such as
development teams
・Experience in security design and operation in cloud environments (GCP, Azure, AWS, etc.)
・Project lead or management experience ・Business level Japanese proficiency ・Conversational level English proficiency

会社説明
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