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ALACOM

STM (Security Team Manager) of Global Datacenter
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https://www.careercross.com/company/detail-391207

BEER
SUMMARY

The Security Team Manager (STM) serves as the day-to-day manager of a site security team that includes administrative
officers, responders, and other security personnel at a client’'s datacenter. The STM is responsible for building a cohesive
and high performing team. Reporting directly to the Campus Security Manager (CSM), the STM works alongside other
security team managers in their campus to ensure a safe and secure environment. Additional job functions may include client
service and problem resolution, service enhancement, Security Operations Center (SOC) systems maintenance, audit
compliance, system monitoring, log maintenance, and access rights maintenance.
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ESSENTIAL FUNCTIONS

1. Actively manages site security personnel; partners with the local branch to recruit and hire, oversee onboarding, training,
and development at the datacenter.

2. Coaches security personnel and carries out disciplinary actions in accordance with current policy.

3. Ensures all responders and control room supervisors adhere to policies and standard operating procedures, acting as
responder or control room supervisor in periods of increased activity or in the case of absent staff.

4. Ensures site health and key performance indicator goals are met or exceeded; works with the CSM to enhance security
team effectiveness and performance.

5. Conducts recalling audits, prepares, and submits critical and confidential information directly to client management team.
6. Oversees site security systems to ensure safe and compliant operation of the facility.

7. Maintains and troubleshoots on-site security technology.

8. Assists with site equipment inspections, and audit compliance.

9. Maintains required security documentation, ensuring accuracy in accordance with established policies and procedures.
10. Serves as primary point of contact to datacenter management and security personnel when the CSM is unavailable.
11. Performs additional tasks assigned by management.

12. Keeps management informed of major accomplishments, issues and concerns.

13. Identifies security shortfalls and offers suggestions from improving the security program.

14. Evaluates and escalates potential safety issues within the facility.

15. Required to know and follow safe work practices, and to be aware of company policies and procedures related to job
safety, including safety rules and regulations. Notify supervisor upon becoming aware of unsafe working conditions.

16. Identifies security shortfalls and offers suggestions from improving the security program.

1. 79V 9—IlB132EF21) T+ EEE2HEBHICEE L, BENASEEL TRAFSHEZTV. FVF—T1v7
(AN R)  FHE. RFIRAFEEZEET 5.

2. X1V TAEEADEE - A—F U I %TV, BITOREICE IV TERLY ZEET 5,

3. I RTCOMIEES LV IV FO—ILIL—LR—/IR=NA HF—=HRRY > —EIZHEEFIF (SOP) #IBFLTWR L%
FESRL., 2B/ EBLTVARPAENFREDRSICIIEONMESEF IR —/IR—N(HF—& LTEHKT 3,

4. 4 bOELES L OCETEEBETMEE (KP) OBEZEERERFEL. BEICHLCTCSM (Fvr v 2Eexa )71 v
R—Vr—) CEELTEFIY T A F—LOWMRENRT+—< Y ZADAELICERYHED,

5 )=V /EREEEREL. EENIOEBEMEOSWERE IS4 7Y FOBEF—AICEERY - RET 5,
6. 1 PADEFAYT A VRATLEEEL, BROREN DAV I FA TV RAICERLIZEREHERT 5.

7.BBOEF2 Y T4 BIERMOMR - STV AT VU ET,

Page 2 of 6



Page 3 of 6
8. U A FBBDARSE L VEERGELET 3.

9. MEREF1) T HENELRE - FEL. EOONLRY P—EFIRITH> TEREERD,

10. CSMATREDIBEICIF, T—9 VI —DEEF—LBLUEF21 )T BRI TI2EIABTRRBROL RS,
1. BEBA)SIETRINAZOMDEREFETTS

12. EHR. BER. BMSBEICOWT, BRLAICHKRET 5,
1B.EF1VTAOREEREL, EFa1 )T OIS LOWEBICATREETD,

14, FERADEBEENLRE LOBMBEEFML. LEBISLTIRAL—Yay (EAHRE) %2175

15. REQFRETZ2EMRLET I &/ KROLN, BHEICEDIRHOR) O—PFIR. T2 - - REEZBET S
BENH D, BRAEFEERBEIC[OVEBERIEPMILAICRET 2,

16. EF 21V T 1 ORNMEEBFEL., EFa2 VT4 AV LOREBICHEITEREEZTD

% (XZOEBIZI3EE—AAT. EELTVWSITREENHY ET)

AF) - B

MINIMUM HIRING STANDARDS

Additional qualifications may be specified and receive preference, depending upon the nature of the position.
» Must be at least 18 years of age.

» Must have a reliable means of communication, such as cell phone.

» Must have a reliable means of transportation (public or private).

» Must have the legal right to work in the country where the position is based.

» Must have the ability to speak, read, and write English to a business-proficient level.

» Must have the ability to communicate in the local language to a business-proficient level.

» Must have a high school diploma, secondary education equivalent, or GED.

» Must be willing to participate in the Company’s pre-employment screening process, including drug screen and background
investigation.
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EDUCATION/EXPERIENCE

+ Associate degree in relevant field and 4 or more years of related experience in the security industry or business
management equivalents, or an equivalent combination of education and experience sufficient to perform the essential
functions of the job, as determined by the company.

+ Experience in management.

+ Experience with Microsoft Office.
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+ Experience working in a datacenter environment a plus.

» Working knowledge and experience with various security technologies including CCTV, access control systems, incident
management software, and other video surveillance software.
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SPECIAL REQUIREMENTS

Able to work a flexible schedule, including evening, weekend, and holiday hours, such as during an emergency event or
crisis.
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COMPETENCIES

» Must be able to meet and continue to meet licensing requirements for security officers, as applicable to local, county and
state laws and regulations.

» Must be able to meet and continue to meet requirements for specific skills, certifications and authorizations specified for the
assigned accounts.

» Knowledge of security operations and procedures applicable to a 24-hour facility.

» Knowledge of supervisory practices and procedures, including assigning work and providing training and discipline.
» Capable of learning a variety of security and safety devices and controls.

« Ability to track and maintain schedule assignments.

« Ability to maintain professional composure when dealing with unusual circumstances.

» Advanced computer skills are required.

« Strong oral and written communication skills required to prepare materials and communicate information to others.
« Ability to conduct presentations and facilitate group meetings, both in person and online.

» Demonstrates leadership skills, including planning, organizing, delegating, problem-solving, training, coaching, and
recognizing or disciplining staff in a positive, effective manner.

« Strong customer service and service delivery orientation.

« Ability to interact effectively at all levels and across diverse cultures.

« Ability to take initiative and achieve results.

« Ability to carry out multiple assignments concurrently in a fast-paced environment.
+ Ability to adapt to changes in the external environment and organization.

+ Ability to exercise independent judgment and decision-making skills.
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WORKING CONDITIONS AND PHYSICAL/MENTAL DEMANDS

With or without reasonable accommodation, requires the physical and mental capacity to effectively perform all essential
functions. In addition to other demands, the demands of the job include:

» Maintaining composure in dealing with authorities, executives, clients, staff, and the public, occasionally under conditions of
urgency and in pressure situations.

» May be required to work overtime without advance notice.
 Keyboard, basic computer usage and operating controls, which may include long periods of data entry and analysis.

» Depending on assignment may be exposed to inclement weather or be required to work in environments or under
conditions that require the use of protective gear and devices and/or awareness of personal safety and safety of others.

» Required ability to manage multiple tasks concurrently.
» Handling and being exposed to sensitive and confidential information.
» May be required to use vehicle in the performance of duties.
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