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1. Cybersecurity Strategy & Leadership

« Partner with the CIO and executive leadership to develop and execute an information security strategy, embedding
cybersecurity into institutional planning and governance.

« Define and track performance metrics (KPIs, SLAs, SLOs) to measure effectiveness and maturity.

« Lead maturity assessments and benchmark against global best practices.

« Lead and develop the information security team, fostering a high-performance and inclusive culture.

2. Governance, Compliance & Risk

« Establish and maintain security policies and standards aligned with institutional and regulatory requirements (e.g.,
NIST, ISO 27001, Japanese frameworks).

« Oversee compliance across vendors, research partners, and IT contracts (laaS, PaaS, SaaS, SWAS).

« Collaborate with the Risk Manager and institutional committees to align cybersecurity with enterprise risk
management.

3. Security Operations

« Oversee daily security operations and ensure protection of IT assets and data.

« Lead incident response, containment, and remediation efforts, reporting outcomes to the CIO and relevant
committees.

« Implement monitoring systems and track threat detection KPIs.

« Guide secure architecture design and adoption of advanced technologies (e.g., IAM, DLP, encryption).

« Strengthen identity governance through RBAC, PAM, and MFA.
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(Required)

. Bachelor’s degree in Computer Science, Information Security, IT, or a related field.
. 10+ years of progressive leadership in information security, IT risk management, or related domains.
. 3+ years in a senior role—ideally as CISO or equivalent—with strategic oversight of enterprise security programs.
. Demonstrated success in leading institution-wide security initiatives, including governance, risk, compliance, and
incident response.
5. Experience in complex, regulated environments such as higher education, research institutions, non-profits,
international organizations, or industries like finance, healthcare, and technology.
6. CISSP (Certified Information Systems Security Professional) or Chartered Cyber Security Professional.
7. Deep knowledge of industry frameworks (ISO 27001, NIST CSF, CIS Controls), Japanese data protection laws
(APPI), and global compliance standards (GDPR, HIPAA).
8. Strong grasp of enterprise risk management, security architecture, and incident response planning.
9. Familiarity with academic environments, research data protection, and open-access systems.
10. Skilled in solving complex security challenges with a forward-looking, data-informed approach.
11. Excellent communicator in English; Japanese proficiency highly desirable for stakeholder engagement and regulatory
alignment.
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(Preferred)

1. Master’s or Ph.D. in Cybersecurity, Information Assurance, Business Administration, or a closely related discipline.
2. CISM (Certified Information Security Manager)

3. CISA (Certified Information Systems Auditor)

4. CCSP (Certified Cloud Security Professional)



5. CRISC, CEH, ISO 27001 Lead Implementer/Auditor
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