
【900〜1400万円】Senior Security Specialist

外資エネルギー企業での募集です。外資エネルギー企業での募集です。 セキュリティエンジニアのご経験のある⽅は歓迎セキュリティエンジニアのご経験のある⽅は歓迎…

募集職種

⼈材紹介会社⼈材紹介会社
株式会社ジェイ エイ シー リクルートメント

採⽤企業名採⽤企業名
外資エネルギー企業  

求⼈求⼈ID
1550146  

業種業種
化学・素材  

会社の種類会社の種類
外資系企業  

雇⽤形態雇⽤形態
正社員  

勤務地勤務地
東京都 23区

給与給与
900万円 ~ 1400万円

勤務時間勤務時間
09:00 〜 17:30

休⽇・休暇休⽇・休暇
【有給休暇】初年度 14⽇ 1か⽉⽬から 初年度は⼊社⽉により按分 【休⽇】完全週休⼆⽇制 ⼟ ⽇ 祝⽇ 年末年始 年末年始
休…

更新⽇更新⽇
2025年07⽉25⽇ 17:00

応募必要条件

キャリアレベルキャリアレベル
中途経験者レベル  

英語レベル英語レベル
ビジネス会話レベル  

⽇本語レベル⽇本語レベル
ネイティブ  

最終学歴最終学歴
短⼤卒： 準学⼠号  

現在のビザ現在のビザ
⽇本での就労許可が必要です  

募集要項

【求⼈No NJB2283533】
■Responsibility
Perform the core operational cyber security functions such as incident handling incident response vulnerability management
penetration testing and identity/access management.
Design and develop cloud architectures and solutions infrastructure setup and configurations that meet the business and
technical requirements.
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Design implement operate and maintain security tools and solutions such as network security appliances next gen end point
protection solutions （EDR ZTNA etc.） Secure access service edge （SASE） solutions perimeter protection tools
advanced detection solutions with minimal supervision and guidance.
Enhance cybersecurity operations functions through process enhancements propose system configurations to ensure
compliance with security controls and baselines.
Participate in response planning and remediation actions.
Provide security guidance on cloud projects and IT Infrastructure team.
Review existing and proposed system configurations and designs to ensure compliance with security controls and baselines.
Participate in cybersecurity assessments and evaluate proposed changes for enhancing cybersecurity.
Execute and communicate enhancement strategy of cybersecurity functions using measured goals proper tracking and
reporting.
Establish maintain and enforce procedures guidelines and baselines related to security for the users and administration of IT
systems.
Perform other miscellaneous field related duties as directed by the Division Head and IT

スキル・資格

■Key Qualifications
Proficient in SIEM and Log Management Solutions. ・ SOAR solutions recommended.
Understanding and familiarity with Vulnerability Scanning and Penetration Testing tools.
Expert knowledge of Azure cloud platforms and services is a plus.
Proficiency in Python and/or PowerShell recommended.
Possess both Windows and Unix/Linux operating system implementation and administration skills.
Hands on experience with Azure security tools like Azure AD Azure Security Center Azure services including virtual
networks
Experience with security tools and technologies such as Security Information and Events Management Data Loss Prevention
Data Security and
Protection Privileged Access Management File Integrity Monitoring Web Application Firewall Intrusion Prevent etc.

10 years of overall IT experience and minimum of 5 years of which in the cybersecurity field.
Experience as a SOC Analyst is preferred.

■Education
Bachelor's degree in Cybersecurity Computer Science a related field.
Holding relevant security certifications such as CISSP GCIH Microsoft Certified: Azure Solutions Architect Expert/ Azure
Security Engineer Associate etc will be a significant advantage.

■Other
Proficient in written and oral English and Japanese.
Team player with good communication and presentation skills.

会社説明

ご紹介時にご案内いたします
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