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POSITION SUMMARY

A Japanese IT company is seeking a Sr. SOC Analyst to join their team! This position involves providing advanced-level
security monitoring services to client companies by gathering security events from security devices, network devices, and
computers within customer networks to a security monitoring system in a data center. This senior role also includes
developing SIEM content and tools to enhance SOC capabilities.

RESPONSIBILITIES
* Provide 24x7 monitoring and analysis of SIEM events to identify potential security risks and vulnerabilities.
* Coordinate investigations, remediation, and preventative measures for cybersecurity events and incidents.

* Manage escalations from Tier | SOC Analysts and investigate security incidents.


https://www.careercross.com/company/detail-466524
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* Develop and enhance SIEM contents and programs to improve SOC efficiency and detection capability.
* Serve as a subject matter expert in at least one security-related area.

* Provide technical support for SOC services and security products.

* Coach, train, and support Tier | SOC Analysts.

* Manage stakeholder relationships and provide routine reporting to customers.

QUALIFICATIONS

* Bachelor’s degree in a relevant field (Cybersecurity, Information Systems, Computer Science, etc.), with a Master’s degree
preferred.

* At least 4 years of experience as a SOC analyst, incident response experience, etc.

* Experience in managing and tuning SIEM products

* Experience installing network security devices (FW, IDS/IPS, etc.) and servers (Linux/Windows, etc.)
* At least 5 years of IT experience preferred.

BASE SALARY USD100,000-150,000 (DOE)

LOCATION  Irvine, CA

WORK STYLE  Hybrid
WORK HOURS Minimum of 8 hours per day. Work is shift-based and rotated

#LI-JACUS #LI-US #countryUS

Notice: By submitting an application for this position, you acknowledge and consent to the disclosure of your personal
information to the Privacy Policy and Terms and Conditions, for the purpose of recruitment and candidate evaluation.

Privacy Policy Link: https://www.jac-recruitment.us/privacy-policy
Terms and Conditions Link: https://www.jac-recruitment.us/terms-of-use
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