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Hands on experience on MS Sentinel and Defender

Must have deep expertise in Splunk to Sentinel Microsoft Defender Azure cloud Security Suites

Must have deep expertise in Security Architecture design and implementation on cloud Azure O365 E5 Security
Must have dee expertise in cloud security posture workload protection Data security DLP Container Kubernetes SIEM
CASB data masking data tokenization data anonymization classifications and labelling CIEM IoTOT and define and
implementation of security controls on cloud

Must have expertise on cloud native tools Eg Microsoft Defender for Endpoint Defender for Identity Defender for O365
Defender for Cloud Apps Defender for Cloud Sentinel Defender for loT Container Kubernetes Azure Policy Azure
Advisor AIP UL DLP VNET Subnet NSG Hub Spoke network WAF Azure DDoS Encryption KMS Secret
IAMRBACMFASSO SOAR Vulnerability mgmt.

Act Primary Advisor point of contact for Cloud Security for client

Gathering Strategy requirement Security requirement to do assess and deliver guidance

Supports for defining cloud security strategy new service onboarding integration policy

Identify business security risks across cloud enterprise discuss with client for mitigation strategy

Act an interface between client and LTIM resource

Deliver guidance to LTM Engineer and Chair the Governance forum

Must be holding Security Architecture level certification on these cloud Azure 0365 AWS GCP Good to have either
CCSP or CISSP

Must have an education of BTech in computer science cyber security cloud security Good to have any master’s
degree

Should be flexible cooperative to work in a team and guide other team members if require

Should have skill to come up new initiative ideas and enhancements

Should be interested to learn new technology and skill on regular basis

Should have excellent communication and written skill

Languages: Native level Japanese (JLPT N) and business level English required
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Hands on experience on MS Sentinel and Defender

Must have deep expertise in Splunk to Sentinel Microsoft Defender Azure cloud Security Suites

Must have deep expertise in Security Architecture design and implementation on cloud Azure 0365 E5 Security

Must have dee expertise in cloud security posture workload protection Data security DLP Container Kubernetes SIEM
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CASB data masking data tokenization data anonymization classifications and labelling CIEM loTOT and define and
implementation of security controls on cloud

« Must have expertise on cloud native tools Eg Microsoft Defender for Endpoint Defender for Identity Defender for O365
Defender for Cloud Apps Defender for Cloud Sentinel Defender for loT Container Kubernetes Azure Policy Azure
Advisor AIP UL DLP VNET Subnet NSG Hub Spoke network WAF Azure DDoS Encryption KMS Secret
IAMRBACMFASSO SOAR Vulnerability mgmt.

« Act Primary Advisor point of contact for Cloud Security for client

« Gathering Strategy requirement Security requirement to do assess and deliver guidance

« Supports for defining cloud security strategy new service onboarding integration policy

« l|dentify business security risks across cloud enterprise discuss with client for mitigation strategy

« Act an interface between client and LTIM resource

« Deliver guidance to LTM Engineer and Chair the Governance forum

« Must be holding Security Architecture level certification on these cloud Azure 0365 AWS GCP Good to have either
CCSP or CISSP

« Must have an education of BTech in computer science cyber security cloud security Good to have any master’s
degree

Should be flexible cooperative to work in a team and guide other team members if require
Should have skill to come up new initiative ideas and enhancements

Should be interested to learn new technology and skill on regular basis

Should have excellent communication and written skill

Languages: Native level Japanese (JLPT N) and business level English required
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