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Business Overview

You will be involved in a wide range of activities from the design, construction, and operation of security measures within the
AWS architecture. Currently, the Architecture Promotion Department is focusing on promoting serverless architecture by
utilizing cutting-edge architecture in Japan, emphasizing scalability. Accordingly, you will strengthen the security system to
withstand large-scale, high-transaction systems while meeting the high-security standards unique to the financial industry.

Job Responsibilities

« Internal controls for systems utilizing AWS
« Environment construction and operation for security measures

Technical Stack

Our development environment is built around AWS services, integrating tools and technologies deeply to achieve scalable
and secure infrastructure design and automated operations using various AWS services.

Development Environment

Cloud Platform: AWS

Programming Languages: Python, Bash

laC Tool: CDK (Python)

CI/CD Tools: CodeCommit, CodePipeline, CodeBuild

OS: Linux

Container Technology: Docker (ECS)

Serverless Architecture: AWS Lambda

Security Measures: SecurityHub, Inspector, GuardDuty, NWFW, AWS WAF
Version Control and Source Code Management: Git, CodeCommit, GitLab
Database Management: Amazon RDS, NoSQL (DynamoDB, ElastiCache)
Monitoring and Log Management Tools: AWS CloudWatch, Datadog

Test Automation Tools: awspec, cdk_nag

API Design and Management: REST API, GraphQL, APl Gateway
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Required Skills and Experience

« Experience participating in security-related work such as system development, infrastructure construction, or
penetration testing

« Deep knowledge of AWS security-related services
« Experience building with AWS or public cloud platforms
« Expertise in specific areas or experience across multiple areas related to the following cloud services:

Cloud Platform: AWS

Programming Languages: Python, Bash

laC Tool: CDK (Python)

CI/CD Tools: CodeCommit, CodePipeline, CodeBuild

Container Technology: Docker (ECS)

Security Measures: SecurityHub, Inspector, GuardDuty, NWFW, AWS WAF
Version Control and Source Code Management: Git, CodeCommit, GitLab
Database Management: Amazon RDS, NoSQL (DynamoDB, ElastiCache)
Monitoring and Log Management Tools: AWS CloudWatch, Datadog
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Preferred Skills and Experience

« Holders of the following certifications:
o AWS Certified Security
o AWS Certified Solutions Architect Professional

« Development experience using Python
« Experience in IaC development using CDK
« Experience in the security domain
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