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PR/097490 | IT Risk and Cyber Security Governance Senior Officer

Job Information

Recruiter
JAC Recruitment Singapore

Job ID
1607200

Industry
IT Consulting

Job Type
Permanent Full-time

Location
Singapore

Salary
Negotiable, based on experience

Refreshed
August 25th, 2026 04:00

General Requirements

Minimum Experience Level
Over 3 years

Career Level
Mid Career

Minimum English Level
Native

Minimum Japanese Level
None

Minimum Education Level
Associate Degree/Diploma

Visa Status
No permission to work in Japan required

Job Description

About the Role
An established financial institution is seeking an IT Risk & Cyber Security Governance Senior Officer to support technology
risk management, cyber security governance, regulatory compliance, and vendor risk activities.

This role offers strong exposure to banking technology governance, MAS regulatory requirements, audit management, and
cyber security controls within a structured and highly regulated environment.

Key ResponsibilitiesTechnology Risk & Governance
« Support the execution and enhancement of the organization's IT Risk Management framework.

« Maintain risk registers, governance documentation, policies, procedures, and management reporting.
« Perform gap assessments against regulatory requirements and track remediation actions.
« Ensure technology controls are properly documented and audit-ready.

Cyber Security & Compliance
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« Monitor and review IT security controls, including access management, vulnerability management and segregation of
duties.

« Support cyber security assessments, risk reviews and awareness initiatives.
« Coordinate cyber exercises and governance activities with regional and global stakeholders.

Vendor Risk Management
« Conduct vendor due diligence and outsourcing risk reviews.

« Monitor vendor performance, SLA compliance and contract obligations.
« Review third-party risk assessments and recommend improvements where necessary.

Audit & Regulatory Support
« Support internal and external audits, compliance reviews and regulatory inspections.

« Prepare evidence, reports and documentation for audit and regulatory requirements.
« Liaise with auditors, regulators and internal stakeholders on technology risk matters.

RequirementsEssential
« Diploma or Degree in Information Technology, Cyber Security or a related discipline.

« Minimum 3 years of experience in:
o IT Risk
o IT Audit
o Cyber Security Governance
o Technology Risk Management
« Experience working within banking, financial services or other regulated industries.
« Familiarity with one or more of the following:
o MAS TRM
o 1SO 27001
o NIST CSF
o SWIFT CSP
o SOC 2
« Strong documentation, reporting and stakeholder management skills.
« Good understanding of IT infrastructure, access controls and security controls.

Preferred
« Experience supporting audits, regulatory inspections or compliance reviews.

« Exposure to vendor governance and outsourcing risk management.
« Japanese language capability is advantageous but not mandatory.

Suitable Backgrounds
« IT Risk Analyst

« Technology Risk Officer

« |IT Governance Specialist

« Cyber Security Governance Analyst
o IT Auditor

« IT Controls Analyst

« Information Security Governance Officer
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« Technology Risk & Compliance Analyst
« Cyber Risk Analyst
« Technology Governance Officer

Why Join?
« Exposure to banking technology risk and regulatory governance

« Strong focus on MAS compliance and cyber security governance
« Opportunities to work with regional and global stakeholders
« Stable, structured and highly regulated environment

« Broad exposure across technology risk, vendor governance, audit and compliance functions

Jaspreet Kaur Sran (R22109724)
JAC Recruitment Pte. Ltd. (90C3026)
#LI-JACSG

Notice: By submitting an application for this position, you acknowledge and consent to the disclosure of your personal
information to the Privacy Policy and Terms and Conditions, for the purpose of recruitment and candidate evaluation.

Privacy Policy Link: https://www.jac-recruitment.sg/privacy-policy
Terms and Conditions Link: https://www.jac-recruitment.sg/terms-of-use

Company Description
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