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Job Information

Hiring Company
Quest Global Services Pte Ltd

Job ID
1602649

Industry
Software

Job Type
Permanent Full-time

Location
Tokyo - 23 Wards, Chuo-ku

Salary
Negotiable, based on experience ~ 12 million yen

Work Hours
SHOMEICET 3 / In accordance with company regulations

Holidays
T2IBARZAS (B )/ 2-day weekend system (Sat, Sun, Holidays)

Refreshed
July 16th, 2026 15:48

General Requirements

Minimum Experience Level
Over 10 years

Career Level
Mid Career

Minimum English Level
Business Level

Minimum Japanese Level
Business Level

Minimum Education Level
High-School

Visa Status
Permission to work in Japan required

Job Description
<BEEE - AIRY Y 3OS / Job Description & Position Highlights >
o AWSY S REBOY 1 /)\—tF 1 F 1 i&5TPDevSecOpsHEiEE, U RV FHlix TIRIA <3BY
« AWSPEO RS X b, DevSecOpsik ELimfEiEEA L. BEREFaUTF7—FFV FELTERTEDS
e BERETO-IUVF—LAEDRSHEANABELRELT, BRAPV-F-Y v ITERIETES
o FRMAR120BUA EOTHBKH, V51 VHEPRE LLEMEETRIMICEES LI

« You'll be responsible for a wide range of tasks, from designing cybersecurity for AWS cloud infrastructure to


https://www.careercross.com/en/company/detail-239034

promoting DevSecOps and conducting risk assessments.

« You'll have the opportunity to work as a senior security architect, leveraging cutting-edge technologies such as AWS,
Zero Trust, and DevSecOps.

« You'll serve as a technical liaison between Japanese and global teams, demonstrating your proposal skills and
leadership.

« With over 120 days off per year—including weekends and holidays—as well as online training and comprehensive
benefits, this is a great environment for long-term employment.

[#7#AZ / Responsibilities ]

e« AWSUSIRR=ZADTIINTISY LI —LABKVIVI-TSA X7 TV 5=y avaliot4/\—t+a
UTF147—FTUF viksteU—-F93

o AWSIRIRBICHIT 2 EFa7RBISVET—FFTUF v, Ry D=0 Fa2UFT ¢, IAMEEE, BSH. OVEE
B, LIV TSI T7URGHEER - ERT D

« BEOIVIYZTUIYT, 41275, DevOps, BLUVT7 TV -y a VERF—LAEEHEL, SDLCRIKICEF2
UT 1 ZEHAD

e USURRATATFIV = 3arvdLR4/ 0 —ERIC{T2Fa VT URVFHE BRET UV,
RSN, SLVEF2UTFLE2I—EEHT D

e USUREFAUTFADORAGTISHF4R, ANFTYARUY = LUV EFaT7I-FT1VTHAAIRSAVER
E-EETD

o |IAM, GuardDuty, Security Hub, WAF, Shield, CloudTrail. KMS, InspectorfZ EDQAWSHRA T« TEFa T«
H—EREFRLUEEF2AUTF Y U1-YaVERE - ZIBT D

e DevSecOps/\1 IS4, AVvFFEF+aUF«. CICDEFaUFT 1. BLUKubernetes EKStEF 1 U F 1 3%k

DNEREZET D

BEARBIRF—VRINT -7 —FFIF viget, BESE. SLIURNEREEICEET S

EFaAUFAAVYTYLEMML, ARRORRS LUREREERBAEELZIET

HAN—tFaUF11Z8E T-IREEH. SIUVERBHINOENERRT D

FoHA CEEF-—LEATY a7/ 7O0-/UVBRREF - LABORFMNR T vIKEIES

T=FFIFvXE FaUT 858 ERHMRSAY, SLUEMLR- FEERT 3,

« Lead cybersecurity architecture and security design activities for AWS cloud-based digital platforms and enterprise
applications

« Define and implement secure cloud architecture, network security, IAM strategy, encryption, logging, monitoring, and
compliance controls in AWS environments

« Collaborate with customer engineering, infrastructure, DevOps, and application development teams to ensure security
is integrated throughout the SDLC

« Conduct security risk assessments, threat modeling, vulnerability analysis, and security reviews for cloud-native
applications and microservices

« Establish and enforce cloud security best practices, governance policies, and secure coding guidelines

« Design and support security solutions using AWS native security services such as |IAM, GuardDuty, Security Hub,
WAF, Shield, CloudTrail, KMS, and Inspector

« Support implementation of DevSecOps pipelines, container security, Cl/CD security, and Kubernetes/EKS security
measures

« Participate in architecture discussions, customer meetings, and technical proposal activities with Japanese

stakeholders

Analyze security incidents, provide mitigation strategies, and support root cause investigations

Ensure compliance with cybersecurity standards, data protection requirements, and industry regulations

Act as a technical bridge between onsite customer teams and offshore/global engineering teams

Prepare architecture documents, security design specifications, operational guidelines, and technical reports

EE £ E 5 / Background of the Recruitment :

L3, HENRERT I INEESAZVTFIO—RELT. BROYV 5147 MlS (HakenB A5 ) TEFETE 3.
BERZAFINEFDNIUYAINOTAN-F 2T+ EMREFELTNET, COIVI 7. HERORGRELEE
BTEEL, TIYIIWAIZRT TV =23 VDEODEERAVISAMSIFv IS5 RRIBORG. EX,. &LV
RTFEELUET,

We are looking for a highly skilled Bilingual Cyber Security Expert to work onsite at our client location in Japan (Haken
deployment) for a strategic Medical Digital Transformation initiative. The engineer will work closely with Japanese
stakeholders to design, implement, and maintain a secure infrastructure cloud environment for Digital Healthcare solutions.

BF — [\}84% / Team Structure :
MEXEA VYA LF—LICIE BEBMEZEEDH 5Quest Global#t ENEHBINXT,
There are other Quest Global onsite members already working there in the team for many years.

BQuest Global T < # /1 / Why Work with Quest Global in This Domain? :

o AFEBEHBA—N—EOHE:
HREV—-RFIIHAODAFEELHIC, REROEBHEIEZADMHE
« RERIOIIV
-AlIC & B RBEigEt. BEAA=I VT, MM —ViREB, AV Ea1—-FT1 Y VRBEREICEDZF v VX
o KA UVHIVAMEND :
SJLPTN2U EOBABHEFDOIVIYZT, XBIALBLMEBERBICRAZ NI UV ANIV Y ZT7EEID
UXY., 7O0-/VREFEEVTERVVERETXY
. :‘:'\7 ) 70)52‘& .
EEITERERUBREEERICOHILIBHENLEE. BE. SLUNHENRNOEKICT IV EATEEXT
. 7D_}UI/I%1%
-BEROAVHA LEAMY ROFTY a7 OBRET. SXHBRBREFT v U PRAATIEE

« Work with Major Medical Equipment Manufacturers:
-Collaborate with leading companies in Japan that are shaping the global medical device industry
« Cutting-Edge Projects:
-Al-driven defect detection, precision imaging, micro-pattern inspection, and distributed computing environments
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« Bilingual Advantage:
-We welcome engineers with JLPT N2 or higher Japanese proficiency, as well as professionals fluent in both
Japanese and another language, who can help bridge global collaboration and deliver maximum impact

« Career Growth:
-Access to continuous learning, certifications, and cross-domain opportunities across different medical devices
manufacturing industry

« Work Environment:
-Global collaboration between Japan onsite and India offshore teams, with cultural exchange and career enrichment

WA Ri%% - + v ) 7/CX / Growth Opportunity :

CORIYY IV TORBRERTLEMUBOY Z7T7—FFTI . SERLEATVIVINNT—FFT9 bAEELF v U TINZN
HVEY, o, BEICKDEZE, FUNU—, ZTUTQuest Globa DEERBICKERMEEESITHheRY -5 —
Yy ITRYYavRnE, hEPIOMmEEEICS T2 BEIANDEEOF v Y RAEHDXT,

Excelling in this position will enable you to advance to a higher-level role as a Senior Architect and subsequently as a
Principal Architect, accompanied by increased responsibilities and the possibility of a higher salary. Additionally, there may
be opportunities to transition into different roles within other departments or functions, such as in Sales, Delivery, and various
Leadership positions that contribute significant value to Quest Global's business investments.

[ EERR&E / Employment Type]
EXE
< FAHARS D, 358 (¥5 - HFBEEMRL)

Permanent Employee
*Trial period: 3 months, no change in duties or benefits

[485 / Salary]

ZRERERO L. NEM (Z2EEH, 1/12288%4)
WEEFY 5D

WE4E  F10 (BOMBERIEFOYIIZVITRELHD)

Based on experience and skill level

*Full annual salary system (1/12 paid monthly)
HEOvertime allowance

WSalary increment once a year

[ 2i2ER/5RS / Working Hours]
KUDHEICET S
In accordance with company regulations

[ #hF5tb / Work Location]
RREPRXEEE
Harumi, Chuo-ku, Tokyo

[ KB {kM& / Vacations]

FRAE120B B £
TEBER2EH (£ - 8)
#E

FRFIRIRIE

BLAIRIER

EERIERIRIR

BRI

T EERIR

=511

X*EEEQOEBICEER O TAR - KIBIIEFOFTREEN BV ET, INTRFA-N-Dlcdh, FRABRERZIRELT
LNBHEENFEAETT,

Total holidays: over 120 days off per year
2-day weekend system (Saturday and Sunday)
National Holidays

New Year holidays

Paid vacation

Prenatal and post-natal leave

Childcare leave

Nursing care leave

Bereavement leave

*Holidays and vacation days may change depending on the work place you are stationed. Since they are all major
manufacturers, most have generous annual vacations

[98 - IBRIE4 / Welfare]

o BEFY (LR2AFM/A)

o STEHSRERTE (BEFE. BRRR TIK: RRPBIBY - EXELRRREES. BERRR. SBELSHE
RIR )

o RERIZET (RKEERRSH. ABRyY. BARRESRE)

o BOIREEH X RBEED L

o« HATHERIE (AV31Y)

« Commuting allowance (up to 20,000/month)



Equipped with various social insurance ( Welfare pension, Health insurance *Tokyo Information Service Industry
Health Insurance Association, Employment insurance, Worker's Accident Compensation Insurance )

Health checkup (health checkup for dependents, medical checkup, gynecological checkup, etc.)

Retirement age is 65 years old *No retirement age for positions

Referral recruitment system (with benefits)

In-house training system (online)

Required Skills

[ HZEE/ Must Have ]
*FEEZER 105 L

PAN—tFaUFq, 7509 EFaVUTF1,. FERIVI-TSA1XEFaVUTF1T7—FFTI7F v DB TIOEM
L OEFRZER

AWSY SO RETSY T+ —ABLVAWSEF U T+ H—ERICHT 2EELEFHFRER
DSORRATF4TT7IVT—=23>Y AP 14970V —ERX SLURHYRATLAAITOEF2T7T7—-FFT5
F v ERETHRER,

IAM, EOFSAFT7—FFU9F v, XY ET=UFaUFTa, VPN, 774705 —)b, BEEHK, PKI, LV
EFa1UT BERICEAT 20

DevSecOps, CI/CDEFaUF 4, AVFFEFaUF 1. Kubernetes’ EKSEEF 21U 7 1. &L UInfrastructure as
Code ( Terraform/CloudFormation ) M#%2&&

ISO27001, NIST, CIS, SOC2, OWASP, GDPREEDEFaUTA1EE - JL—AD =V ICEAY 205
BERETVUVY, BHEMTME. RRFL—23YTFAFWNERRE. $LU0EFa1 VT BEORER
Linux/WindowsB = )\EF a2 UF 4 LUV I ST ERy FT =7 CET 2R 2

CloudWatch, Splunk, ELK, Prometheus/Grafana’s &m0 %7 B8 — LRI FBLRER

BNEBERREN. QT2 —YavEEh, BLUVRT—IRIVT—IRI AV LEEN
EYRALANIOEEIAZT 25—y avEE

BABEESKLUA 7237 /70-)UbF—LAEBBEUTERZRTTESZ L

WEE EYRZLA

BAEE : JLPT N2BA £

*Total and relevant experience: 10+ Year

10+ years of experience in cybersecurity, cloud security, or enterprise security architecture

Strong hands-on experience with AWS cloud platform and AWS security services

Experience designing secure architectures for cloud-native applications, APIs, microservices, and distributed systems
Good understanding of IAM, Zero Trust Architecture, network security, VPN, firewalls, encryption, PKI, and security
monitoring

Experience with DevSecOps, CI/CD security, container security, Kubernetes/EKS security, and Infrastructure as Code
(Terraform/CloudFormation)

Knowledge of security standards and frameworks such as ISO 27001, NIST, CIS, SOC2, OWASP, and GDPR
Experience performing threat modeling, vulnerability assessments, penetration remediation support, and security
audits

Strong understanding of Linux/Windows server security and cloud networking concepts

Experience working with logging and monitoring tools such as CloudWatch, Splunk, ELK, or Prometheus/Grafana.
Excellent problem-solving, communication, and stakeholder management skills

Business-level English communication skills

Ability to work directly with Japanese customers and offshore/global teams

English — Business Level

Japanese — JLPT N2 or above

[&0Z# / Good to Havel

AWS Certified Security — Specialty ¥2 AWS Solutions Architect Professional 1 & DAWSEEE &%

CISSP, CISM, CEH, CCSP, CompTIA Security+'2ED ¥+ 1 U 7 1 BEEERE

B, EEEES. FER XEITRFER TOERRR

HIPAA, IEC62304, 1SO14971, MDR, FDAY A /N\—tFaUF 1 HA RSAVREDEREZEF 21U T 1R -
FREICEAT 25058

SIEM/SOARTS Y b7+ —AB LUV VI TV FRISEENL DR

RIVFUSIRERIZINATUY BY S5 RIRIE (Azure/GCP ) D#RER

SAST, DAST, AVFFR*vy, $XUEFa2UFT 1 BEMLY —ILOEFREER

9SO RTISY FITA—LARLSIFRAMLEF VT4 BEVTF -9 TSN\ —ICHT 2IERE
FO-=)UVTFUNU—FIZFTY a 7HEETIVTOEERER

AWS certifications such as AWS Certified Security — Specialty or AWS Solutions Architect Professional

Security certifications such as CISSP, CISM, CEH, CCSP, or CompTIA Security+

Experience in healthcare, medical devices, or regulated industries

Knowledge of healthcare cybersecurity standards and regulations such as HIPAA, IEC 62304, ISO 14971, MDR, or
FDA cybersecurity guidelines

Experience with SIEM/SOAR platforms and incident response automation

Experience in multi-cloud or hybrid cloud environments (Azure/GCP)

Hands-on experience with SAST, DAST, container scanning, and security automation tools

Understanding of Al/ML security and data privacy considerations in cloud platforms

Experience working in global delivery or offshore development models

Company Description
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