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Job Information

Recruiter
Morgan McKinley

Job ID
1582605

Industry
Bank, Trust Bank

Job Type
Permanent Full-time

Location
Tokyo - 23 Wards

Salary
Negotiable, based on experience

Refreshed
March 31st, 2026 00:00

General Requirements

Minimum Experience Level
Over 3 years

Career Level
Mid Career

Minimum English Level
Business Level

Minimum Japanese Level
Fluent

Minimum Education Level
Bachelor's Degree

Visa Status
Permission to work in Japan required

Job Description
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https://www.careercross.com/en/company/detail-43840
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A leading healthcare and insurance company in Tokyo is seeking a skilled Security Engineer to strengthen enterprise-wide
security through the design, build, and operation of a modern DevSecOps platform. This role is ideal for a proactive security
professional who wants hands-on ownership in shaping security strategy, implementing scalable security processes, and
improving governance across cloud-based environments.

You will play a key role in driving continuous security improvements, defining security policies, and ensuring the organization
maintains strong security controls while enabling fast and secure development.

Key Responsibilities

Design, build, and operate a DevSecOps platform to improve organization-wide security standards

Define and implement security policies and continuously improve security governance across the business
Measure security effectiveness and optimize security investments to maximize ROI

Execute end-to-end security processes including security requirements definition, security testing, and vulnerability
assessments

Conduct penetration testing and determine appropriate security measures based on system design and
implementation

Maintain up-to-date security controls and continuously monitor their effectiveness
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Required Skills and Qualifications Experience:

3+ years of professional experience as a Security Engineer

Hands-on experience with DevSecOps practices and continuous improvement initiatives

Proven ability to define security measures through threat modeling based on development requirements and system
design

Experience conducting penetration tests and determining countermeasures based on implementation

Strong knowledge of cloud security (AWS, Azure, GCP, or similar)

Basic knowledge of infrastructure construction and operations

Experience in security incident response

Soft Skills:

Highly motivated and able to stay current with the latest security technologies

Strong analytical mindset and problem-solving ability

Proactive ownership and ability to work independently

Strong communication skills to collaborate with engineering and business stakeholders

Language Requirements:

Japanese: Fluent level required
English: Business-level proficiency required

Preferred Skills & Qualifications
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Experience using DevSecOps tools and security automation frameworks
Cloud security certifications (AWS, Azure, GCP, etc.)

Experience building or supporting SOC / CSIRT teams

Strong experience with incident response and security operations

Why You'll Love Working Here
« Strong hands-on role with high involvement in key projects and decision-making
« Remote work and telework encouraged, with office visits only as needed
« Flexible work style with casual attire permitted
« Excellent compensation and strong stability within the healthcare and insurance sector
« Opportunity to work on cutting-edge DevSecOps and cloud security initiatives

Company Description
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