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Job Information

Recruiter
Morgan McKinley

Job ID
1580156

Industry
Bank, Trust Bank

Job Type
Contract

Location
Tokyo - 23 Wards

Salary
Negotiable, based on experience

Refreshed
February 27th, 2026 19:53

General Requirements

Minimum Experience Level
Over 6 years

Career Level
Mid Career

Minimum English Level
Business Level

Minimum Japanese Level
Native

Minimum Education Level
Bachelor's Degree

Visa Status
Permission to work in Japan required
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https://www.careercross.com/en/company/detail-43840
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As a Cyber Security Specialist, you will support security operations for fintech services where trust and reliability are
business-critical. This role focuses on coordinating CSIRT activities, managing security incidents, and strengthening
collaboration across internal teams and external security organizations. You will work in a professional, responsibility-driven
environment, contributing directly to the protection of financial services used by many customers.

Key Responsibilities

Coordinate and support CSIRT activities across fintech subsidiaries

Work closely with CSIRT members on vulnerability assessment and incident handling
Manage security incidents and response processes from detection to resolution
Report security status, risks, and incidents to the CISO

Share, analyze, and interpret vulnerability and threat information

Liaise with external security organizations and partners

Strengthen overall security operations through process improvement and collaboration
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Required Skills and QualificationsExperience:

« Hands-on experience supporting CSIRT operations
Understanding of vulnerability management processes
Experience handling and responding to security incidents
Knowledge of threat intelligence and security risk concepts
Experience working with multiple stakeholders across organizations

Soft Skills:
« Strong communication and coordination skills
« Ability to work calmly and logically during incident situations
« High sense of responsibility in security-critical environments

Language Requirements:
« Japanese: Native
« English: Intermediate to Business level

Preferred Skills & Qualifications
« Experience in fintech, financial services, or regulated environments
« Exposure to external security coordination or industry security groups

Why You'll Love Working Here
« Competitive hourly rate
« Remote work and work-from-home flexibility
« Casual working environment
« Hands-on exposure to real-world security operations
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« Opportunity to build strong CSIRT expertise in a fintech environment

Company Description
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