\\@ Recruitment

PR/096494 | Security Operations Lead

Job Information

Recruiter
JAC Recruitment Singapore

Job ID
1572921

Industry
IT Consulting

Job Type
Permanent Full-time

Location
Singapore

Salary
Negotiable, based on experience

Refreshed
March 31st, 2026 02:00

General Requirements

Minimum Experience Level
Over 10 years

Career Level
Mid Career

Minimum English Level
Fluent

Minimum Japanese Level
None

Minimum Education Level
Associate Degree/Diploma

Visa Status

No permission to work in Japan required

Job Description

Security Operations Lead

My client is seeking a SOC Lead to shape the future of our Security Operations Center (SOC). This strategic role combines
oversight of day-to-day security operations (Day-2) with driving modernization initiatives that enhance threat detection,
accelerate response, and improve efficiency.

You'll lead incident response, manage MSSP partnerships, and champion automation, forensics, and continuous
improvement. This is an opportunity to build a next-generation, intelligence-driven security operations function that stays

ahead of evolving threats.

Key Responsibilities

« Transform and mature SOC capabilities, leveraging SOAR platforms and automation playbooks.
« Oversee enterprise security technologies (Firewalls, XDR, IPS, PAM, Email Gateways).

« Lead end-to-end incident response and digital forensics investigations.

« Develop KPIs, dashboards, and reports for leadership visibility.

« Manage MSSP relationships and ensure SLA compliance.

Ideal Profile
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https://www.careercross.com/en/company/detail-329506

« 10+ years in cybersecurity with SOC and incident response leadership.

« Experience in SOC transformation and SOAR automation.

« Strong technical foundation across network, endpoint, and identity security.

« Certifications like CISSP, GCIH, GCFA preferred.

« Skilled in scripting (Python, PowerShell) and familiar with frameworks like NIST and MITRE ATT&CK.

Raymond Ler (R1876114)
JAC Recruitment Pte. Ltd. (90C3026)
#LI-JACSG

Notice: By submitting an application for this position, you acknowledge and consent to the disclosure of your personal
information to the Privacy Policy and Terms and Conditions, for the purpose of recruitment and candidate evaluation.

Privacy Policy Link: https://www.jac-recruitment.sg/privacy-policy
Terms and Conditions Link: https://www.jac-recruitment.sg/terms-of-use
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