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Job Information

Recruiter
Fidel Consulting KK

Job ID
1538521

Industry
IT Consulting

Job Type
Permanent Full-time

Location
Tokyo - 23 Wards

Salary
7 million yen ~ 9 million yen

Refreshed
May 5th, 2025 17:45

General Requirements

Minimum Experience Level
Over 10 years

Career Level
Mid Career

Minimum English Level
Business Level

Minimum Japanese Level
Fluent

Minimum Education Level
Bachelor's Degree

Visa Status
Permission to work in Japan required

Job Description

e GRCEREIZ7OEZAD—EE LT, ITGCHEMF vV &5HE - EfEL. Y PO—ILT A MRIDRETE K ERD

BWMEETET %,

SOXGAITGCIHE DR & BEEAAND Y R— b,

Ay kA=) - F—F—DPRBRERTFRAS - T—YEAINEER L, BEEANCYA LY —ICRBRTEDLDICT S,

EEOEBRREFEINLY ZVICDVT, BEEBICEHNARIREET,

REEHNSEYYTONEZFOMOTOY Y NEEFH A YKR— T3,

UTFD &S RITEMEEH (TGC) 25FMd2 : PO/ ERAEHE, £EEE, Ny FUa ER, KEEH. YXAT74

BFES 4 744 2 (SDLC) % EDITRMRHESI %M 2,

I REFa)F Ay bO—ILEERL, LE2—L., F¥vy TPBaE2FEL. 0T 3,

EHNAEE L FIMAERL., B2 VT EEAQIAVTSA TV RERRT 5,

EXFIVFADRANTSITFAREAVT ATV ABHICOVWTRESEHE - JIKT 5,

ITP7 7Y —>a v, ITEREE (SOC 1, SOC 274 ) | B=HY R VRIRE, 7SV Ir—rvay, F—FR—

A, ARL—=F A VIV RATLICHE=BITGCAEE T 3,

o BHEDE (SoD) OEEREFTDICEBLAELS, PFAVFr—Yay, T—9IR—R, ARL—FAVITVRTFLD
UAR® & U'PAREBI &2 £HET 5.

o ZOBIEIE. IV bA—I - F—F—HSOXEEIC+MEAONDZ LS. BEBHWARAT7IO—FHAERSh, IV b


https://www.careercross.com/en/company/detail-47906

Page 2 of 2
O—JLESEt E EBWRDBRBICEREES,

Plan and execute ITGC pre-checks as part of the GRC certification process to evaluate design and operational
effectiveness before control testing.

Perform and provide support to auditors during SOX ITGC assessments.

Ensure control owners understand the required testing data/evidence and deliver it timely to auditors.

Provide regular status updates to management on audit progress and identified risks.

Support other project related activities as assigned by management.

Evaluate IT general controls (ITGC) such as: Access management controls, Change management, Batch job
monitoring, Disaster recovery and system development life cycle - SDLC.

Monitoring and reviewing cloud security controls to identify and address any gaps or weaknesses.

Conducting regular audits and assessments to ensure compliance with security standards.

Educating and training employees on security best practices and compliance requirements.

Oversee ITGCs across applications, databases, and operating systems, including IT application controls, IT
attestation (SOC 1, SOC 2, etc.), and third-party risk assurance.

Conduct UAR and PAR activities for applications, databases, and operating systems while ensuring a strong
understanding of segregation of duties (SoD) concepts.

This role demands a proactive approach in ensuring control owners are well-prepared for SOX audits, with a focus on
improving control design and operational efficiency
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Candidate should have 9 years of experience as a ¢ yber-security

Understanding and experience with SOX, ITGC, SOC2 and ISO 27001.

Experience or understanding of governance, risk, and compliance (GRC) processes and solutions.

Desired certifications: ISO 27001, CISSP, CISA, CISM, and related GIAC.

The candidate must be bilingual, with fluency in Japanese and English, along with an understanding of J-SOX
requirements and cyber-security principles.

Japanese Language: Fluent Japanese Level (N1) and Business English level

Company Description
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