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@ CareerCross

FIREWALL ADMINISTRATOR

Job Information

Hiring Company
HYDAC CO., LTD.

Job ID
1475652

Industry
Machinery

Company Type
International Company

Job Type
Permanent Full-time

Location
Chiba Prefecture, Funabashi-shi

Salary
6 million yen ~ 10 million yen

Refreshed
May 17th, 2024 00:00

General Requirements

Minimum Experience Level
Over 1 year

Career Level
Mid Career

Minimum English Level
Business Level

Minimum Japanese Level
Business Level

Minimum Education Level
High-School or Below

Visa Status
Permission to work in Japan required

Job Description

HYDAC Technology was founded in 1963 as an independent provider of hydraulic accessories including filtration,
accumulators, valves, manifolds, coolers, and electronic sensors. Today we are an internationally established group with
over 8000 employees, 50 branch offices and 500 trade and service partners worldwide.

Main duties

« configuration & maintenance of firewall systems according to conceptual specifications:
o Installation, configuration and updating of firewall hardware and software.
o Setting up and integrating the firewall systems into the company network
o Control of the firewall systems for efficient network segmentation
o Development of mechanisms for firewall orchestration / automation
« monitoring and maintenance of the firewall infrastructure according to instructions:


https://www.careercross.com/en/company/detail-232255

o Review of firewall logs, network traffic and events in the data traffic
o Identification of potential security breaches
o Regular security checks and audits of the firewall systems
« assisting in the development and implementation of security policies:
o Implementing firewall policies and procedures
o Securing network resources
0 Updating security policies to meet changing threats
« incident response and troubleshooting:
o Responding to security incidents
o Analysis of security breaches
o Troubleshooting and diagnosing network problems
« collaboration between IT teams and business departments, cooperation with service providers

Required Skills

Profile

« Completed education & 2-year additional training,alternatively many years of professional experience in the field.

« Many years of professional experience in the field of firewall and network technologies
« Knowledge in the area of Next Generation Firewall
« Knowledge of network security desirable

Special skills

Certifications or training in network security

Knowledge of common security standards (e.g. ISO 27001, NIST, etc.)
Know-How in WAN technologies (SD-WAN, Load-Balancing, BGP)
Experience in VPN / Zero-Trust

Good analytical skills and ability to identify and solve problems

Ability to work in a team and good communication skills

Very good knowledge of English, both written and spoken
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